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The use of VPN lines, encryption technologies and foreign internet gateways / MPLS lines 
are considered to be of high importance to many companies‘ business operations in the 
PRC in order to keep their business know-how and trade secrets safe or simply to connect 
to their headquarters located outside the PRC in a secure and reliant manner. Current PRC 
legislation regarding the internet and internet services such as VPN and encryption software 
is developing dynamically amid the PRC government‘s efforts to achieve its goal of “internet 
sovereignty”, a concept which allows China to individually regulate the internet within its 
borders. 

 
VPN Access 
Information concerning the set up and usage of VPN services can be found in various PRC 
laws and supplementing documents and can be outlined as follows:

 ■ MIIT Notice on Cleaning Up and Regulating the Internet Access Service Market  
(“工业和信息化部关于清理规范互联网网络接入服务市场的通知”) (“Notice”) 

The Notice was promulgated 17 January 2017 by the Ministry of Industry and Information 
Technology (“MIIT”) and became effective as of such date. The Notice addresses MIIT‘s local 
branches and telecommunication operators1 and aimed at ”a nationwide work of cleaning  
up and regulating the internet access service market” during the period between the effec-
tive date of the Notice and 31 March 2018 under the guidance of MIIT. Such clean-up work 
period was subsequently extended by MIIT until 31 March 2019. 

While the Notice contains certain information regarding VPN, it is neither to be considered 
a formal PRC law or regulation nor did it actually introduce novel stipulations. It rather re-
ferred to and highlighted the importance of already existing prior legislation. Issues relating 
to VPN are e.g. addressed in Chapter II (“Focuses of Work”), Clause (II) (“Tightening resource 
administration and eradicating the use of resources in violation of regulations”) No. 4 (“con-
ducting cross-border business in violation of regulations”). Here, it is provided that “All basic 
telecommunications enterprises and internet access service enterprises shall conduct com-
prehensive self-inspection of their use of the network infrastructures and network access 
resources such as IP address and bandwidth and practically rectify the [following problems] 
problem of conducting cross-border business in violation of regulations: Without approval 
by the competent telecommunications authorities, no enterprise may construct or lease spe-
cial circuits (including VPN (virtual private network)) and other telecommunications channels 

1    Communications administrations of all provinces, autonomous regions and municipalities directly under the Cen-
tral Government, the China Academy of Information and Communications Technology, the China Telecommuni-
cations Corporation, the China Mobile Communications Corporation, the China United Network Communications 
Limited, the China Broadcasting and Television Network Co., Ltd, the CITIC Networks Co., Ltd., all business ope-
rators of the Internet data centers, business operators of the Internet access services and business operators 
content distribution networks.
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to conduct cross-border business activities. A basic telecommunications enterprise shall set 
up on centralized basis the profile of users to whom it leases international private lines and 
make it clear to the users that the lines are for their use in office work internally and shall 
not be connected to domestic or overseas data center or business platform for telecommu-
nications business activities.”

The Notice therefore targets the following groups in terms of VPN use:

 ■ VPN Service Providers, i.e. enterprises that aim at setting up and/or leasing VPN in the 
PRC to conduct cross-border business activities; these enterprises must obtain MIIT 
approval in order to lawfully offer VPN services; and

 ■ VPN Service Users, i.e. enterprises using VPN provided by the above mentioned pro-
viders; these shall only use VPN for internal business operation purposes but shall not 
use the VPN to connect to overseas (i.e. ex-China) data centers/business platforms for 
telecommunications business activities.    

While the Notice itself does not make reference to specific existing legislation in regard 
to VPN Service Providers and VPN Service Users, an explanatory statement to the Notice  
(《工业和信息化部信息通信管理局负责人就《关于清理规范互联网网络接入服务市场的通知》答记者
问》) provided by MIIT during a press conference on 24 January 2017 (“Conference”)2, refer-
red to the “Administration Measures for International Communication Gateway Exchanges” 
(《国际通信出入口局管理办法》) (“Exchange Measures”)3 in regard to the approval for setting up 
VPN to conduct cross-border business. 

 ■ “Administration Measures for International Communication Gateway Exchanges”  
(《国际通信出入口局管理办法》) (“Exchange Measures”)

The Exchange Measures were formulated in regard to the setup of “international communi-
cations gateway exchanges” (“ICGE”) and the engagement in international telecom services 
within the PRC (Art. 2 Exchange Measures). According to Art. 3 Exchange Measures, “ICGE” 
are defined as “international communications channel gateways, international communi-
cations service gateways, and international communications gateways in border areas.” 

From the Exchange Measures, the following conclusions can be drawn in regard to VPN 
Service Providers and VPN Service Users:

2    A common approach chosen in the PRC to address legislative matters. The following statement was made pub-
licly available on MIIT‘s website: 《通知》关于跨境开展经营活动的规定，主要的依据是《国际通信出入口局管理办法》（原
信息产业部令第22号），规范的对象是未经电信主管部门批准，无国际通信业务经营资质的企业或个人，租用国际专线或
VPN，私自开展跨境的电信业务经营活动。外贸企业、跨国企业因办公自用等原因，需要通过专线等方式跨境联网时，可以
向依法设置国际通信出入口局的电信业务经营者租用, accessible under http://www.miit.gov.cn/n1146295/n1652858/
n1653018/c5476695/content.html.

3    Promulgated by MIIT 26 June 2002 and effective since 1 October 2002.

https://www.miit.gov.cn/n1146295/n1652858/n1653018/c5476695/content.html
https://www.miit.gov.cn/n1146295/n1652858/n1653018/c5476695/content.html
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 ■ VPN Service Providers: In order to set up ICGEs, service providers shall apply with 
MIIT (Art. 5 Exchange Measures). Applications “shall be filed by wholly State-owned 
Telecommunications Service Providers, and such telecommunications service ope-
rators shall also be responsible for the operation and maintenance thereof. (…). No 
organization or individual may set-up, in any form, international communications gate-
ways without the approval of the Ministry of Information Industry.” Hence, ICGE can 
only be legally set-up by MIIT-approved PRC State-owned Telecommunication Ser-
vice Providers (“MIIT Qualified ICGE Providers”). Such MIIT Qualified ICGE Providers 
may then lease private lines of international communications transmission channels  
to end-users (e.g. companies) for point-to-point communication within a specified 
service scope and for internal use of such companies only (excluding e.g. the right 
to operate telecom services (Art. 19 Exchange Measures)). MIIT Qualified ICGE Provi-
ders who lease private lines of international communications transmission channels 
are obliged to establish user archives. When setting up a VPN line through an ICGE, 
Art. 22 Exchange Measures provides that “The set-up of VPN via international inter-
net gateways for the purpose of operating telecom services shall be reported to the 
MIIT for approval. The setup of VPN for internal use via international internet gate-
ways shall be filed with the MIIT for record.” Based on information available with MIIT, 
currently China Telecom, China Mobile and China Unicom are approved by MIIT to 
provide ICGE/VPN services. Where an ICGE for international communication is set up 
without MIIT‘s approval or where a legally set up ICGE is used for VPN services outside 
the legally permissible scope, the respective service provider may be fined and / or the 
business operation may be closed (Arts. 26, 28 Exchange Measures). 

   Thus, currently foreign enterprises operating in the PRC can legally only use a VPN 
leased by the MIIT Qualified ICGE Providers, i.e. China Telecom, China Mobile and 
China Unicom

 ■ VPN Users: In regard to the use of VPN, two scenarios apply to foreign companies 
conducting business in the PRC and the on-/offshore transfer of data: (i) the use of 
domestically (i.e. PRC) set up VPN services or (ii) the use of non-domestically set up 
VPN services.

    Use of domestic VPN: Current PRC legislation addresses VPN set-up and leased with in 
the PRC (domestic VPN) but does not target VPN set-up and leased outside the PRC 
(offshore VPN). Domestic VPN can be used subject to the following conditions being 
met:

 ■ VPN are provided by MIIT Qualified ICGE Providers in accordance with Art. 5 Exchange 
Measures
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 ■  MIIT Qualified ICGE Providers have filed the set-up and lease of the VPN with MIIT 
and created respective VPN user profiles in accordance with Art. 22  Exchange Mea-
sures

 ■ VPN are used for internal business needs only (Art. 22 Exchange Measures)

  According to a statement of MIIT at the Conference, foreign trade enterprises, multinatio-
nal enterprises and such may rent VPN lines from MIIT Qualified ICGE Providers and for 
internal business use requirements. The Notice and other existing laws and regulations 
shall not influence the normal business operation of such enterprises.4 If users disregard 
the usage limitation and carry out and operate telecom services, they may be fined and 
warned; in serious cases the responsible personnel may face criminal prosecution if the 
violation constitutes a criminal offense (Art. 30 Exchange Measures). 

  Use of off-shore VPN: Within the current PRC legal regime, the use of VPN set-up and 
leased by companies outside the PRC is not explicitly addressed. However, as Art. 6 Ex-
change Measures provides that no organization or individual may carry out international 
communications by utilization of means other than ICGE that is established as approved 
by the MIIT, one may hold that the use of such VPN lines is not generally in violation of 
PRC laws, provided that such VPN lines are leased by MIIT Qualified ICGE Providers, i.e. 
China Telecom, China Mobile and China Unicom.

 ■ Cross-Border Data Communications Industry Self-Regulation Agreement 

On 30 March 2018, the China Academy of Information and Communication Technology  
(《中国信息通信研究院》, “CAICT”) together with China Telecom, China Mobile, China Unicom 
and some related IP-VPN business operators jointly established the “China Cross-Border 
Data Communications Industry Alliance” (《中国跨境数据通信产业跨境联盟》) and published  
the “Cross-Border Data Telecommunications Industry Self-discipline Convention” (《中国跨境
数据通信产业自律公约》, “Self-discipline Convention”). While such Self-discipline Convention 
does not constitute a binding piece of legislation but rather an industry standard, it is worth-
while contemplating such Self-discipline Convention as it may provide guidance on further 
legal developments in the sector of cross-border VPN communication business. 

According to Art.10 Self-discipline Convention, “multinational enterprises can use the fol-
lowing methods to achieve cross-border networking due to their own needs of use, such 
as coordination office and data interaction: Multinational companies directly apply within 
the territory [of the PRC] for the lease of the three basic telecommunication companies‘  
[i.e. China Telecom, China Mobile or China Unicom] international private lines (including 
VPN), and then connect with the corporate office networks and equipment;. When a multi-
national company leases an international dedicated line to build its own office network, it 

4 ���《通知》的相关规定不会对其正常运转造成影响》, accessible under http://www.miit.gov.cn/n1146295/n1652858/n1653018/
c5476695/content.html.

http://www.miit.gov.cn/n1146295/n1652858/n1653018/c5476695/content.html
http://www.miit.gov.cn/n1146295/n1652858/n1653018/c5476695/content.html
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can entrust a qualified third party (including enterprises with domestic IP-VPN, fixed network 
domestic data transmission and other business licenses) to provide system integration, 
maintenance and other management services, however, such third-party companies are 
not allowed to engage in telecommunication business operations such as lease and sale of 
line resources for international dedicated lines (including VPN).”

Thus, the set-up and use of domestic VPN is strictly controlled and regulated while the use 
of off-shore VPN may be considered permissible, subject to the VPN lines being leased from 
local PRC telecom providers. 

 
Encryption Technology 
The legal regime for encryption technology in the PRC underwent a fundamental change 
with the enactment of the Encryption Law of the PRC (《中华人民共和国密码法》, “Encryption 
Law”), effective as of 1 January 2020. 

“Encryption” in the sense of the Encryption Law shall refer to “technologies, products or  
services which apply specific transformation methods to information whereby effecting en-
cryption protection (i.e. transforming the original readable information into an unrecogniz-
able sequence of symbols)5 or carry out security authentication (i.e. the confirmation of the 
authenticity of the subject and the information)6. Encryption is classified into “core”, “ordina-
ry” and “commercial” encryption with different requirements applying to these classes. 

“Core” and “ordinary” encryption shall refer to “encryption that is used for the protection of 
State secrets” and shall be subject to the specific rules and regulations set forth by the State 
Cryptography Administration (“SCA”); both classes themselves shall also constitute State 
secretes. “Commercial” encryption is “encryption used to protect information that is not a 
State secret”. Businesses are in general permitted to use commercial encryption to protect 
their network and information security in accordance with PRC laws and regulations, that 
is no business shall engage in illegal or criminal activities that endanger national security, 
public interests, legitimate rights and interests of other citizens. In the following, we will only 
focus on commercial encryption.

In regard to the use of commercial encryption products, the Encryption Law adopts the fol-
lowing schemes:

5    Such explanation being provided in a Q&A to the Encryption Law published by the State Cryptography Admi-
nistration (《中华人民共和国密码法》发布�这六个问题你需要知道》), available under http://www.cac.gov.cn/2019-10/ 
29/c_1573880702680488.htm.

6    Such explanation being provided in a Q&A to the Encryption Law published by the State Cryptography Admi-
nistration (《中华人民共和国密码法》发布�这六个问题你需要知道》), available under http://www.cac.gov.cn/2019-10/ 
29/c_1573880702680488.htm.

http://www.cac.gov.cn/2019-10/%2029/c_1573880702680488.htm
http://www.cac.gov.cn/2019-10/%2029/c_1573880702680488.htm
http://www.cac.gov.cn/2019-10/%2029/c_1573880702680488.htm
http://www.cac.gov.cn/2019-10/%2029/c_1573880702680488.htm


7

 ■ “Voluntary testing / certification scheme” through authorized State agencies as the  
underlying principle;

 ■ “Import licensing scheme” in case imported commercial encryption may have an im-
pact on national security / public interest (such scheme not applying to commercial 
encryption used in “mass consumer products”);

 ■ “Export control scheme” in case exported commercial encryption may have an impact 
on national security / public interest or in case such export is required in view of China‘s 
international obligations (such scheme not applying to commercial encryption used in 
“mass consumer products”).

FIEs operating in China are specifically addressed in the Encryption Law and shall enjoy the 
same rights and obligations as domestic entities.

The Encryption Law abolishes several administrative approval requirements for commercial 
encryption products. In order to ensure a smooth transition between prior legislation and 
the (yet to be fleshed out) Encryption Law, the SAC jointly with other competent Ministries 
have published the Announcement No. 39 on “Adjusting the Management Methods of Com-
mercial Cryptography Products” (《国家密码管理局市场监管总局关于调整商用密码产品管理方式
的公告》) (“No. 39 Decree”). One piece of prior basic legislation regulating encryption tech-
nology, the “Regulations on Administration of Commercial Cipher Codes” (《商用密码管理条
例》) (“Administrative Regulations”) dated 1999 remains valid until now; numerous provisions 
stipulated therein however no longer apply as they are superseded by the Encryption Law. 
One may reasonably estimate that the Administrative Regulations will be revised accordingly 
in the near future in order to better implement the new requirements under the Encryp tion 
Law.  

 ■ Testing and Certification Scheme of Commercial Encryption Products

Prior to the implementation of the Encryption Law, manufacturers or distributors of commer-
cial encryption products were required to obtain a “Certificate of Commercial Encryption 
Product Types” (《�商用密码产品型号证书》) (“Certificate”) for commercial encryption products. 
However, according to the Encryption Law and Decree No. 39, the approval for commercial 
encryption product types was abolished as of 1 January 2020; no further applications for 
the Certificate are accepted and existing Certificates automatically lost their validity as of  
1 July 2020. 

Enterprises engaging in commercial encryption are however “encouraged” to undergo a 
“voluntary commercial encryption testing / certification”. It is yet to be seen how the “encou-
ragement” will be handled in practice, e.g. if the voluntary testing / certification will become 
an industry bench mark and a requirement when participating e.g. in bidding processes. In 
order to further flesh out the voluntary certification scheme, SCA and the State Administ-
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ration for Market Regulation (“SMRA”) jointly issued the “Commercial Encryption Product 
Certification Catalogue (First Batch)” (“Product Catalogue”, 《商用密码产品认证目录（第一批）》) 
and the Commercial Encryption Product Certification Measures (“Certification Measures”,  
《商用密码产品认证规则》). The Product Catalogue provides for an exemplary list of commer-
cial encryption products that have been voluntarily filed in light of the Encryption Law. Such 
Product Catalogue e.g. comprises the use of USB based Smart Keys or IPSec / SSL / TLS 
based VPN products / gateways.

In case commercial encryption products have an impact on “national security, the people‘s 
livelihood and social / public interests”, such products shall be listed in the “Catalogue of  
Network-related Key Equipment and Special Products for Network Security”. Such products 
are required to undergo a specific testing/certification with the competent authorized agen-
cies according to the PRC Cyber Security Law. If such products are used in commercial en-
cryption services, such services are subject to prior certification by authorized certification 
agencies. 

 ■ Import and Export of Commercial Encryption Products

The import/export of commercial encryption products is subject to an “import licensing and 
export control system” in case commercial encryption is (i) imported and may have an im-
pact on national security/public interest, or (ii) exported and may have an impact on natio-
nal security/public interest or that is required in view of China‘s international obligations. 
CSA, the Ministry of Commerce (“MOFCOM”) and the General Administration of Customs on  
26 November 2020 published the “Announcement No. 63 (2020) on Issuing the Commer-
cial Encryption Import License List, Export Control List and Related Management Measures” 
(《公告2020年第63号关于发布商用密码进口许可清单、出口管制清单和相关管理措施的公告》,  
“Announcement No. 63”) providing a list of commercial encryption products falling under 
such system (“Encryption Import / Export List”) with such Encryption Import / Export List being 
effective as of 1 January 2021.7  

According to Announcement No. 63, items and technologies listed in the Encryption Import /
Export List require an “import / export license for dual-use items and technologies” and appli-
cations shall be filed with MOFCOM.

An exception applies to commercial encryption that “is adopted for mass consumer pro-
ducts”. Encryption products used therefore shall be exempt from the import licensing and 
export control system.

7    Announcement No. 63 repealed Announcements No. 27 and 38 which were previously issued in order to estab lish 
a smooth transition between the prior legislation and the Encryption Law.
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